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SEC Expands Scope of Examinations to Include COVID-19 
Related Risks
By Janaya Moscony 

 
Of the regulatory updates and releases between January and March, as with most of the news coverage everywhere, 
much of the content was related to the COVID-19 (“the Pandemic”) outbreak and the measures firms were taking, or 
might need to consider, to cope with the spread of the virus.  The SEC has established a web page dedicated to its efforts 
in response to COVID-19. Suitably titled the Coronavirus (COVID-19) Response page. This site identifies the measures 
taken and provides links to additional information under the drop-down titled “Guidance and Targeted Regulatory 
Assistance and Relief.”  And while we see the focus on COVID-19 specific risks popping up in SEC relief and in exam 
inquiries, we also see the SEC focusing on issues they would have focused on had COVID-19 never become a global 
pandemic.  

Recent SEC COVID-19 Related Relief 
The SEC has issued relief to funds and advisers related to filings and board meetings. In addition, they have given 
feedback related to disclosure expectations.  

Delayed Regulatory Filings

The SEC has issued relief from certain adviser and fund filing deadlines.  Observing the conditions of any relief sought 
is critical. For example, the delayed regulatory filings were accompanied by conditions requiring disclosure to the SEC 
and clients.  Firms with public websites are also required to provide disclosure that they are relying on regulatory relief 
in delayed registration filings. Some firms have overlooked some of these requirements.  We have observed few firms 
taking advantage of the delayed filing relief.  While the SEC has said that they would not consider firms that use the 
relief to be at a higher risk level, firms remain leery and rightfully so. 
  [The Firm (SEC#: 801-555555)] is relying on the March 25, 2020 Amended Order issued in Investment Advisers Act of 1940 Release  
  No. 5469. [The Firm] believes it will not be able to file its Form ADV within the required deadlines due to circumstances related to  
  effects of COVID-19. [The Firm] instituted its business continuity plan on Month Day, 2020 and is able to continue all operations. 
 
Funds Borrowing from Affiliates

Notable among the relief granted was a temporary flexibility for registered funds affected by recent market events to 
borrow money from certain affiliates. This relief extends through the end of June and is critical for certain funds faced 
with redemption requests to meet the liquidity demands.  

The order provides for temporary exemptive relief from the Investment Company Act of 1940:

• Permitting registered funds to borrow money from certain affiliates;

• Allowing additional flexibility under existing interfund lending arrangements and extending it to funds that do not  
 currently have exemptive relief; and

• Permitting registered funds to enter into lending or borrowing arrangements that deviate from the fund’s   
 fundamental policies, subject to prior board approval.

The conditions cited include approval of the fund’s Board of Directors; observance of certain terms of existing interfund 
lending and borrowing facilities, where applicable; terms limited to the duration of the relief; and certain notifications 
to the SEC and/or fund investors.

Disclosure Keeping with the Times

The Commission has provided recent disclosure guidance to public companies, funds, and advisers.  
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Fund companies and advisers have been actively updating their prospecti and ADVs to include risk factor disclosure for 
regional and global events impacting the adviser, the fund, and/or investments. These disclosures enumerate epidemics 
and/or pandemics, but also natural disasters, war or acts of terrorism, and other political and social disruptions. Below 
is a sample:
  Areas in which we do business are susceptible to natural disasters (e.g., fire, flood, earthquake) and outbreaks of serious contagious disease   
  (e.g., MERS, COVID-19, etc.).  The occurrence of a natural disaster or outbreak could adversely affect and severely disrupt the business   
  operations, economies and financial markets of many countries, even beyond the site of the disaster or outbreak, and could adversely affect   
  our investment program and/or our ability to do business.  Similarly, terrorist attacks, or precautions taken to prevent them, could adversely   
  affect industries in which we invest or could affect the areas in which we do business.  Other acts of war could also have a material adverse   
  impact on the financial condition of industries or countries in which we invest. 
 
While this might be viewed as enumerating risks intrinsic to markets generally, encompassed within the “markets 
are volatile” mantra, the recent dramatic effects on the markets and investor portfolios argue for their inclusion.  We 
recommend advisers review the disclosures made to clients, whether in a prospectus or a brochure, and assess their 
“extreme market conditions” language to ensure it is adequately descriptive and prominently identified.

For our clients participating in the Paycheck Protection Program (“PPP”) we have been recommending that they 
disclose this on the adviser’s ADV Part 2A.  This government gift can be a double-edged sword as firms need to make 
sure the attestations made in order to qualify for the COVID-related funding are consistent with the way the firm 
presents itself financially to clients.

The SEC continues to assess the financial market impact. Other recent activity includes, but is not limited to, providing 
guidance to promote continued shareholder engagement (e.g., with virtual annual meetings); and extensions of 
conditional reporting exemptions and proxy delivery requirements.

Recent COVID-19 Related Exam Inquiries
COVID-19 also has impacted how the SEC staff is focusing their efforts. As a general matter, consistent with social 
distancing in an effort to protect staff and adviser personnel, the SEC has focused on remote examinations. In fact, for 
most of April all non-essential exams in process slowed down and new ones were not initiated.  We are starting to see 
follow up communication for the non-essential exams picking back up now.  While many aspects of advisers’ businesses 
are now handled digitally, and thus more readily tested remotely, we are seeing an increased focus on data protection, 
cybersecurity, electronic communications, and business continuity given the risks presented by COVID -19.

Privacy and Cybersecurity

Cybersecurity and data protection have been perennials in the SEC’s National Exam Program (“NEP”). While this does 
not represent a significant deviation, we have seen increased focus on employees’ remote capabilities. While examiners 
have never expected CCOs to be IT experts, now is a good time to become conversant on a few specific topics the SEC 
is raising:

• Does the Firm’s network require employees “remote in” on a common platform? If not, does the network employ   
 local firewall validation or other protections?

• What new services are being employed to support operations and communication?

• What types of data are being distributed to local machines (computers, portable drives) at employee’s homes or other  
 remote locations?

• Can sensitive information be printed to home machines? If so, has a means of confidential disposal been established   
 and communicated?

• What other capabilities are set up locally for employees?

• Has the firm updated its inventory of devices being used to support business activities and client communications?

A firm’s well-designed cybersecurity and data protection program should feature policies and procedures that address 
each of these topics. However, the potential for rapid adoption and specialized innovation should prompt a review of 
any adaptations in terms of these programs. In the wake of these reviews, CCOs should also take the opportunity to 
review privacy and related disclosures made to clients and investors.

Electronic Communications and Books and Records

Examiner focus on electronic communications appears designed to assess the adaptations that advisers have put in 
place to keep in touch with employees, vendors and clients. While we have seen much of the focus here as information 
gathering – what is working and where are advisers experiencing issues – compliance staff should be aware of the 

https://www.sec.gov/news/press-release/2020-62
https://www.sec.gov/news/press-release/2020-73
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capabilities and limitations of new systems.  For example, adopting a video conferencing application for client meetings, 
or allowing a particular social networking platform as temporary additional communication, should involve an 
assessment of any other capabilities available for the application. 

For example, while it is expected that social networking sites will support a messaging feature, some also have an 
embedded chat function. Conversely, many virtual meeting applications have a chat feature. CCOs should be conversant 
in the capabilities of these services, and the measures taken to ensure that the firm remains in compliance with its books 
and records policies and procedures.

Business Continuity Planning

As you might expect, a number of recent exams have included a flurry of questions in this area. Examiners are 
inquiring after advisers’ implementation of their BCPs and any effects that the COVID-19 pandemic is having on their 
operations.  Aspects of examiner questions are routine and practical, establishing baselines and accumulating data on 
what advisers are finding useful in coping with the current situation. Others, however, point to elements that should 
be considered and documented as part of firms’ compliance program. Firms should document the implementation of 
their BCP efforts, including the date they were implemented and the staff that were affected as well as any failures or 
weaknesses identified in executing the plan. CCOs should make it a point to document any additional oversight that 
was implemented, both internally and with regard to third-party service providers.

A commonly under-considered aspect of BCPs that has drawn attention is coverage for key functions, not just key 
person risk. While key person risk is often interpreted in the context of the main driver(s) of a firm, key function 
risk should consider that where trading, research, or other operations are centralized and where there may be a risk 
to those functions should those individuals become incapacitated or unavailable. A well-considered BCP should 
include contingencies for such developments to ensure the firm, for example, can still meet two-person wire entry/
authorization requirements.  In addition, if several people are sick simultaneously, there needs to be a contingency plan.

Other Pandemic Driven Questions

Recent exams have also taken a broader perspective. For example, we have had clients receive questions including:

• Are you prepared to work remotely for an extended period of time? 
• Has there been any impact to your investment strategy? 
  – Has your strategy changed? 
  – Has the firm taken any opportunistic trading as a result of the market volatility? 
  – Have you adjusted market exposure? 
  – If lowered, when do you believe you may start increasing exposure? 
  – What is your exposure to money market funds? 
• Are you aware of any other challenges being experienced in the industry at large, including anything you may have   
 heard at other firms?

Finally, examiners are inquiring regarding firms’ assessments of the impact of COVID-19 on the firm as a business. 
While this topic can be difficult to address in such a fluid environment, we recommend that firms have open 
communications and that management maintains regular dialogue on topics falling broadly under the business 
continuity and going concern banner.

Back to Basics Exam Focus Despite the Pandemic

The SEC is still focusing on the same compliance risks that it would have had the pandemic never happened. For 
example, the SEC’s Office of Compliance Inspections and Examinations (OCIE) recently shared that it plans to conduct 
exams to determine compliance with new Regulation Best Interest and Form CRS soon after the June 30th compliance 
date. OCIE says that the exams will focus on whether firms have made a “good faith effort” to implement policies and 
procedures reasonably designed to satisfy Regulation BI and implement Form CRS, as applicable.  

In addition, the SEC recently announced that it is proposing to Modernize the Framework for Fund Valuation Practices.   

It is amazing that despite the disruption we have seen in SEC examinations and with the world globally due to the 
Pandemic, the SEC is still conducting business as usual in many respects.  Given this, it is important not to lose sight of 
the detailed feedback the SEC provided in January when it shared the 2020 NEP priorities.  One of the best resources 
to prepare for an SEC exam, generally, continues to be the annual priorities. Firms should continue to refer to them as 
firms seek to prioritize testing areas as applicable to the business. 

Many of the items discussed are repeats from prior years, as their relevance or routine appearance as issues in 
examinations call for continued focus.  This year we also advised CCOs to review the SEC’s June 2019 Interpretation 
Regarding Standard of Conduct for Investment Advisers (the “Interpretation”), in conjunction with the 2020 NEP 

https://www.sec.gov/news/press-release/2020-93
https://www.sec.gov/about/offices/ocie/national-examination-program-priorities-2020.pdf
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priorities. The Interpretation is far more than a refresher on fiduciary duty, clarifying the dual duties of loyalty and care. 
In addition, the Interpretation re-emphasizes the fact that informed consent is a component of fiduciary duty.  It also 
makes clear that the Commission will continue to apply a broad, “principle-based” lens during examinations, providing 
examples and discussing the flexibility afforded investment advisers in satisfying these duties.

As a refresher, 2020’s exam focus areas include:

• Retail Investors, Including Seniors and Individuals Saving for Retirement has been a longstanding area of focus,   
 and illustrates the Commissions emphasis on protecting the Main Street investor. The focus on firms that serve retail   
 investors and investments marketed to retail investors covers three subtopics:

  – Fraud, Sales Practices, and Conflicts with an emphasis on complex products and advisers fulfilling their   
   fiduciary duties to clients. This area can include recommending affiliated offerings, also a feature of the 2019  
   program;

  – Retail-Targeted Investments such as mutual funds and ETFs, fixed income products, and microcap   
   securities;

  – Standards of Care likely will focus on the implementation by firms of Regulation Best Interest and the   
   adoption by June 2020 of the Form CRS client relationship summary but, as with these other topics, has   
   broad applicability.

• Information Security has been on the NEP in one form or another since 2012, shifting in focus over the years from   
 infrastructure concerns to cybersecurity. It was a priority item in each of its five examination programs in 2019, a   
 practice slated to continue in 2020.

• FinTech and Innovation, Including Digital Assets and Electronic Investment Advice focuses on areas of    
 innovation and advancement, including digital assets (cryptocurrency, blockchain) as introduced in 2016, and   
 electronic investment advice, or “robo-advisers,” which make their return from their 2017-18 introduction to  
 the NEP.

• RIAs and Investment Companies with an emphasis on mutual funds and ETFs marking their fifth consecutive   
 appearance and private fund advisers making an explicit return from 2017. Not-yet or not-recently examined   
 advisers also continued their run from 2014. More broadly, examinations are expected to review programs in terms   
 of tailoring to business practices, such as oversight of third-party managers, supervisory procedures for dual   
 registrants, and cybersecurity for highly technical or on-line business models.

• Broker-Dealer Financial Responsibility appears this year as a return of the broad category of ‘safety of client assets’   
 which has appeared as a distinct item intermittently. This year’s NEP will continue to focus on broker-dealers that   
 hold customer assets and compliance with the Customer Protection Rule and Net Capital Rule. Trading and Broker-  
 Dealer Risk Management was added this year, reflecting an emphasis on supervision of trading algorithms as well as  
 oversight of the handling of odd lot trades, which tend to reflect retail investor activities. Municipal Advisers   
 continue to be an area of focus this year and have been an element of the NEP since 2015.

• Any-Money Laundering continues as a focal area in 2020 and has been an element of the NEP since 2015.

• Market Infrastructure elements such as national securities exchanges, clearing agencies, and transfer agents   
 have been highlighted consistently over the past few years and includes specific mention of compliance with   
 Regulation Systems Compliance and Integrity (Reg SCI).

• An emphasis on the fundamental aspects of the markets brought an emphasis to FINRA oversight in 2017 and   
 MSRB oversight in 2018, which continued in 2019 and remains in the 2020 Program.

• Fees & Expenses: Disclosure of the Costs of Investing continues as an area of focus from the 2018 Program.

 
The consistency of the NEP and SEC Risk Alerts is indicative of either new developments or ongoing deficiencies   
across the industry, and thus merit careful consideration. Reviewing the NEP annual priorities, recent exam    
experience and findings, and recent guidance and alerts related to COVID-19 should help you feel confident that you   
are fulfilling your fiduciary duty to clients and ready for your next exam.


