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PRACTICE NOTE: D&O liability insurance considerations for financial
institutions

Jun 20 2019 Julie DiMauro, Regulatory Intelligence and Janaya Moscony

Corporate directors and officers in financial services firms have as individuals faced a significant number of regulatory

penalties and private-party suits, as borne out by enforcement actions, remarks by senior regulators and surveys of industry

officials. As the exposure intensifies, an expanding range of company leaders are taking steps to protect themselves with

insurance. 

Legal claims are regularly brought against corporate officials through a wide variety of angles, including, for example,

allegations of breach of fiduciary duty and willful disregard of regulatory imperatives, or of securities law violations. 

Companies typically protect their executives from these legal expenses and liability exposures through indemnification and

insurance coverage. The latter is gaining traction among even the smaller and mid-sized firms that previously eschewed

them or got coverage that was too meager for their needs.

Insurance carriers and policies vary widely in the marketplace. For larger firms with leverage, policies are generally the

subject of extensive negotiations. Smaller and mid-sized firms should also do their best to shop around.

Beyond imparting some considerations about different forms of coverage, this article is a reminder to businesses that their

executive leadership and independent directors might want to examine their needs and existing insurance policies as their

firms and risk profiles evolve. 

Indemnities -- the first line of defense

Directors and officers are generally provided with indemnification with respect to the entity that they serve. Subject to

limitations, indemnification generally allows for directors and officers to be financially covered by the firm for legal expenses

and other liabilities incurred by them as defendants or witnesses in related actions. 

Indemnification protections are generally delineated in contracts, but can occasionally be found in a firm's organizational

documents. They typically provide directors and officers with the maximum indemnification permitted under state and federal

law. 
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Indemnification is often very broad, whereas director's and officer's (D&O) insurance polices contain numerous exclusions

and conditions.

Whether a chief compliance officer (CCO) is required to be indemnified by a company depends on the state of incorporation,

so it is important to make sure that the CCO is properly recognized as a corporate officer of the insured entity. 

Some states require that CCOs need only be appointed in the bylaws of the insured entity as a corporate officer, while other

states might additionally require that the CCO also be appointed as a corporate officer in state filings. 

Some circumstances could cause the firm providing the indemnity to withhold it, for example, amid a conflict with the director

or officer. There generally are limitations on a corporation’s ability to indemnify individuals found liable in shareholders’

derivative suits. 

In addition, insolvency may prevent a company from honoring its indemnification obligations.

This is why the indemnity is only the first line of individual defense.

Insurance

When considering insurance, CCOs initially must understand exactly what risks can be transferred or mitigated. 

Careful attention must be given to matching the exact insurance products and riders to the risk sought to be transferred, and

understanding pitfalls which could result in a claim being denied. 

Both errors-and-omissions and directors and officer liability coverage have been available for decades and have well-

established standards and terms. 

Other types of coverage, such as cyber security insurance, which are new to the market, may lack the same conventions as

other policies. 

-- Errors & omissions (E&O) policies are widely used throughout the industry to help protect against claims by clients arising

out of professional services provided by the insured. 

-- D&O liability insurance is insurance payable to the directors and officers of a company, or to the organization itself for

losses or defense costs. D&O coverage can be added to an E&O policy or purchased separately, to protect the firm as well

as the directors, officers, partners and employees of the insured entity for claims arising out of business decisions, not



6/20/19, 11)17 PM

Page 3 of 6http://www.complinet.com/global/news/news/article.html?ref=205302

investment decisions. 

D&O is where one would find coverage for "claims," including formal regulatory investigations, by authorities such as the

Securities and Exchange Commission (SEC) and U.S. Department of Labor that are not triggered by a client complaint.

-- Side A, Independent Directors Liability (IDL) Insurance typically serves as a supplemental policy to D&O coverage, and it

provides individuals with insurance protection when indemnification is not available. 

Side A IDL insurance helps fund independent directors mitigate liability and exposure to various risks associated with

indemnification (when a fund is legally prohibited from paying for a director/officer's defense); erosion risk (when a D&O

policy has exhausted its limits of liability); solvency risk (when the company is financially unable to provide indemnification);

and coverage risk (when a D&O policy does not provide coverage for the situation). 

-- Side B coverage is the D&O insurance that is geared to the corporation, and it provides a mechanism for corporations to

be reimbursed when they indemnify their executives. In this vein, D&O will not cover cases where directors obtained illegal

remuneration or acted for personal profit.

D&O policies do not cover fraudulent, criminal or intentional wrongful acts, although innocent directors remain fully covered,

even if the acts of their colleagues were intentional or fraudulent. Common risk scenarios that are covered include failure to

comply with regulation or laws, reporting errors, or misrepresentation.

Cyber insurance and additional riders

Cyber insurance is designed to cover consumers of technology services or products. More specifically, the policies are

intended to cover a variety of both liability and property losses that may result when a business engages in various electronic

activities. 

Most notably, cyber policies cover liability for a data breach in which client information is exposed or stolen by an individual

who has gained access to the firm's electronic network. Such policies have many limitations, so firms should ask brokers

about claim-payment versus denial rates.  

Cyber policies are only effective when a firm already has strong cyber policies and controls. 

-- Riders can help supplement existing coverage and provide additional benefits usually at little additional cost. Financial

professionals need to understand policy definitions and exclusions, and discuss the various options available with their

broker. An insurance rider is an available enhancement option that a broker can negotiate to be included in a policy. 
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When reviewing these policies, directors and CCOs should gauge their total risk profile, including total amount of assets, and

review against existing protections, such as indemnification. An insurance broker and lawyer can help explain details of risk

coverage and review agreements under negotiation.

Pre-claim coverage is one typical rider that can often be added at no additional cost. Some policies are only triggered by a

formal investigation. 

However, legal costs can accumulate before this trigger. It is essential to understand because there could be a time period of

several months in between a subpoena and formal investigation where there is a gap in coverage.

Quite often, when it is time to file a claim, it is the fine print that matters, such as the breadth of the policy's terms and the

conditions that must be in place for them to even apply. Chief compliance officers must ensure they are diligent when

reviewing or purchasing insurance products. 

Additional considerations for financial services firms

Insurance has more utility that just direct financial protection. 

It may be required by clients. Firms may attract higher caliber personnel when they offer strong and appropriate protections.

Some venture capital firms require that their portfolio companies purchase D&O insurance as a condition of the firm’s

investment.

Institutional investors continue to drive many decisions by financial firms. Institutional investors are not unlikely to turn back

the clock with their due diligence procedures nor are they likely to reduce insurance demands.  

Cost

Increasing demand for insurance has created competitively priced policies. 

The premium for D&O insurance is based on the estimated frequency and severity of claims, taking into account the size of

the company and risk factors such as the firm's claims and loss history, financial and stock price performance, domicile and

international activity.

Joint policies and co-insurance

Even if a carrier finds a business too risky to insure in whole, there is often an option to share the risk among carriers through

coinsurance. In this arrangement, several insurers share risk of a loss on a percentage basis. 
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Also, joint policies can include a fund, board and adviser and these often come at a lower premium. 

The risk is that they also come with one aggregate limit that can be exhausted by a claim. 

For example, if the fund, adviser, administrator and CCO all are all being sued, the limits might not be enough. Often a joint

policy is purchased when the adviser and fund complex are under common control. 

Appreciating the risk

Financial services firms are highly regulated, and when a firm and any of its top executives and directors face investigation

and enforcement action, the legal costs can be exorbitant. And when a corporation is insolvent, it is D&O insurance that is

critical to save the personal assets of these individuals.

In ICI Mutual's 2018-19 Review of Claims Activity in the Mutual Fund Industry it was noted that "approximately half of ICI

Mutual's insured fund groups submitted at least one claim notice" over the five-year period 2014-2018. 

Further, ICI Mutual stated that over the five-year period from 2013-2017, over half of ICI Mutual’s insured fund groups

submitted at least one claim notice. 

Similarly, a joint survey of public company officers by international law firm Allen & Overy LLP (A&O) and the global risk

management brokerage and advisory firm Willis Towers Watson (WTW) in 2018 found that 43% of large employers have

experienced a regulatory claim involving a director in the last 12 months.

Such pressure is likely to continue despite the current deregulatory, business-friendly stance of U.S. President Donald

Trump's administration. 

"This figure suggests that, in the current environment, claims frequency remains an issue for the fund industry," the report

states.

Individual accountability

The regulatory focus on personal accountability is changing company behavior, with 60% of the respondents in the

A&O/WTW survey saying it is impacting their boards' decision-making processes. 

That agrees with Thomson Reuters Regulatory Intelligence's Cost of Compliance survey results, which showed that personal

liability remains a key concern for compliance professionals, with 54% expecting personal liability to increase in the next 12

https://www.icimutual.com/sites/default/files/2018-2019%20Claims%20Trends.pdf
https://www.willistowerswatson.com/en/insights/2018/08/6th-directors-liability-survey
https://legal.thomsonreuters.com/en/insights/reports/cost-of-compliance-2018
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months. 

Given the implementation of individual accountability regimes around the world, together with policies implemented by U.S.

authorities like the Department of Justice that reward businesses with cooperating and identifying corporate wrongdoers to

receive lighter penalties, these results are not surprising.

Businesses considering new or expanded insurance coverage should consult with their executives and directors and

insurance brokers about the types, clauses, riders, and even precise policy language included, with each of these parties

bringing their experienced advocates to the negotiating table with them. 

These parties need to make sure they are getting the type of coverage that is most appropriate given their business model,

risk profile, job functions, and ever-evolving regulatory and legal landscapes.  

As coverage is usually for current, future, and past directors and officers of a company and its subsidiaries, businesses can

still terminate a person's employment and director status but hold onto a policy that includes them, getting reimbursed if it

has paid the claim of a third party on behalf of its managers so as to protect them.  

  Insurance products are dynamic, so it is important to take advantage of the evolving benefits that may become available.

(By Julie DiMauro, Thomson Reuters Regulatory Intelligence in New York, and Janaya Moscony, founder and CEO of SEC3

Compliance Consultants.)
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